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Abstract Rigorous approaches to the engineering of decentralized, multi-agent systems are nascent. Providing
contrast to these are hierarchical systems, in which central operational entities distribute tasks and
aggregate results. We explore self-organized networks of sensors and effectors to understand how systems
without centralized command and control can be created to accomplish an enterprise-wide mission when
the individual agents do not have a concept of command or hierarchy. The individual agents do, however,
have knowledge of how to act given their own embodied situational awareness, with an implicit
understanding that these behaviors contribute to collective enterprise mission goals. When such local
situation awareness is shared with appropriate other agents, we say the overall system is using distributed
situational awareness (DSA). Our practical systems engineering challenges then are to determine what
kinds, how much, and through what mechanisms such DSA should be shared, to enable the overall system
to be most effective and efficient. The problem used to explore these questions is one of mitigating the
damage caused by asteroid impacts within the continental United States with a set of autonomous vehicles
that have limited capacities for sensing, communications, and information processing. We use this
challenge problem to prototype an enterprise command and control system using an approach rooted in
complexity science and computational social science methods. The experimental testbed we describe here
allows us to study emergent engineering of decentralized multi-agent systems, by observing their
enterprise-level mission performance as we apply stressors and instill agent-level behaviors enabled by
DSA information sharing. Interestingly, we find that maximum system-level performance is obtained when
1) the vehicles are able to minimally coordinate mitigation efforts, and 2) are of limited capability with
respect to sensor and communications ranges.
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Abstract. Rigorous approaches to the engineering of decentralized,
multi-agent systems are nascent. Providing contrast to these are hier- AQ1

archical systems, in which central operational entities distribute tasks
and aggregate results. We explore self-organized networks of sensors and
effectors to understand how systems without centralized command and
control can be created to accomplish an enterprise-wide mission when
the individual agents do not have a concept of command or hierarchy. AQ2

The individual agents do, however, have knowledge of how to act given
their own embodied situational awareness, with an implicit understand-
ing that these behaviors contribute to collective enterprise mission goals.
When such local situation awareness is shared with appropriate other
agents, we say the overall system is using distributed situational aware-
ness (DSA). Our practical systems engineering challenges then are to
determine what kinds, how much, and through what mechanisms such
DSA should be shared, to enable the overall system to be most effec-
tive and efficient. The problem used to explore these questions is one of
mitigating the damage caused by asteroid impacts within the continen-
tal United States with a set of autonomous vehicles that have limited
capacities for sensing, communications, and information processing. We
use this challenge problem to prototype an enterprise command and con-
trol system using an approach rooted in complexity science and computa-
tional social science methods. The experimental testbed we describe here
allows us to study emergent engineering of decentralized multi-agent sys-
tems, by observing their enterprise-level mission performance as we apply
stressors and instill agent-level behaviors enabled by DSA information
sharing. Interestingly, we find that maximum system-level performance
is obtained when 1) the vehicles are able to minimally coordinate miti-
gation efforts, and 2) are of limited capability with respect to sensor and
communications ranges.
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1 Introduction

1.1 [Centralized] Command and Control

The concept of Command and Control (C2) emerged in the context of military
decision making but is generally applicable to multi-agent collective problem-
solving in dynamic, uncertain environments (often adversarial or competitive
ones). Although many C2 problems are modeled or studied as games with strict
constraints such as rules of engagement and bounded numbers and capabilities
of agent participants, the real world is much more open-ended. To operate with
a singularity of purpose despite a massive distribution of labor, hierarchical
organizations emerge, centralizing their strategic decision-making to command
levels where the most difficult cognitive processes are concentrated. However, if
all relevant information for choosing a course of action were known at the level
in which material actions occur, the centralized approach might be replaced
by a fully decentralized one. The difficulty of achieving this lies in the fact that
neither the necessary information per node, nor the action policies based on that
information are easily determined to accomplish enterprise mission objectives
under a wide range of situational eventualities.

As noted, command and control of enterprise decision-making has histori-
cally been a highly centralized activity. Commanders make decisions on desir-
able enterprise-scale outcomes, and those desired outcomes are then pushed down
through the C2 echelons and successively decomposed into subplans based on
the decisions of those at each echelon. Execution of a commander’s orders typ-
ically follows a hierarchy of C2 by way of echelon. This form of regimented C2
is the current doctrine.

The concept of situational awareness (SA) is used in centralized enterprises
to refer to information about the system and its environment that is available
to the central command node to inform decision-makers. The SA available to a
central authority node is often limited in scope, lossy and potentially stale by the
time it reaches decision-makers. In centralized C2, SA information filters up, but
it rarely is pushed back down, creating a tension within the tactical components
who are needed to collect information about the environment but who rarely
benefit from the effort.

1.2 Decentralized Command and Control

Decentralized command and control can only be realized if nodes are provided
a significant level of agency and the command hierarchy is flattened. The term
agent in this context refers to nodes that have been imbued with the ability to
participate in adaptive decision-making, inclusive of leaf nodes at the tactical
edge. The scope of their decision-making is concentrated on their local phys-
ical actions including (but not limited to) their mobility, but it also includes
choices they make with respect to information processing and communication.
The information used to inform their decisions is gleaned from local observations
of their environment and information shared with them by other agents residing
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Engineering Decentralized Enterprises 3

in the communications network. No single agent is expected to have complete
situational awareness of the entire system, nor should we expect any two agents
to have synchronized, or even consistent, observations or perceptions of its state.
Although more complex than a highly optimized, functionally segregated enter-
prise, enabling agency may lead to a more resilient and less fragile system as it
empowers individual functional units to deal with uncertainty in the proximity
of its occurrence.

Information Loss. In a centrally controlled system, data is lost when an edge
node must compress its local situational awareness down to a transmittable and
digestible chunk for consumption by a central authority [1]. Although this loss
of data is often by design, especially in contested environments, the potential
information/knowledge/wisdom that may be generated from this data is limited
by the decisions of the intervening echelons between the commander and the leaf
node. A node may face a manifestation of uncertainty in this process resulting
in loss of data that previously held no value under conditions of certainty. An
additional challenge is that neither the central authority nor the communica-
tions network can feasibly handle the raw experiential data being produced by
all the nodes within an area of responsibility. The data lost may well contain
vital clues as to what the optimal decision should be in the current situation.
This may result in potentially bad action decisions being pushed out to the
leaf nodes. The information loss inherent to a hierarchical system architecture
created to support centralized decision-making may be presented as an unavoid-
able technological challenge to be overcome, rather than an inherent effect of
system design decisions. This is often seen when an enterprise seeks to collect
all data under one roof. However, even if all enterprise data sources are fed-
erated, and not aggregated, the meta-strategy of “aggregate all the data first”
misses the true challenge: even if one has “all the data”, one does not have the
path-dependent experience of the embodied leaf nodes that collected that data
(nor the time to manually review details at that scale). Information with pre-
meditated value is generated for a disembodied authority which is subsequently
challenged by uncertainty when it presents itself in the realm of the data the
system was designed to propagate upwards. “All the data” is never all the data;
it is the data that was preconceived to have value under conditions of certainty.

Timeliness. Timeliness becomes a challenge for centralized C2 as there is
an inherent delay, especially in contested environments, between an edge node
encountering an unpredicted event, generating a report of that event (which
is subject to the information loss discussed in the previous section), transmit-
ting that report, and awaiting the proceeding command. Like the information
loss issue, often the timeliness issue is lensed as a technological obstacle to be
overcome, rather than an unavoidable consequence of centralized system design.

In a centralized design, the likelihood of the inability to propagate informa-
tion from any node to the centralized node is inherently less likely than if there
were many possible decision-making nodes. This is of course a consequence of
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4 M. D. Norman et al.

the topology. All paths that must route to a particular node have a lower proba-
bility than if there were either many pathways to that node, or many alternative
nodes. The longer the pathway the more likely an error and, likely, increasing
delivery time.

Can we break out of this paradigm? Can we design an enterprise that can
accomplish its mission without centralized decision-making? The simulation for-
mulated to explore our challenge problem is abstract and coarse-grained to push
forward in answering these questions while embracing the holistic complexity of
the entire system of agents operating simultaneously.

1.3 Mission as an Emergent System Property

When a decentralized system is operating, its performance is emergent, as the
system level dynamics are not reducible to any individual agent. If the perfor-
mance is in service of achieving a commander’s intended outcome, then we may
view the mission itself as an emergent property of the system. This is especially
true because mission objectives are usually achievable only to a degree, and the
outputs of complex adaptive systems are frequently sensitive to small changes
in initial conditions or configuration parameters.

Although the general understanding is that there are certain mission-scale
decisions that must be made by a centralized authority, the underlying assump-
tion for our current research is that decisions occurring within the execution of
many enterprise-supporting functions can be delegated downwards. Future work
will include identification and modeling of the decisions of an enterprise that
cannot be decentralized. We believe that properly engineered adaptive and self-
organized enterprises should be capable of operating in decentralized ways most
of the time yet be able to respond to truly unexpected situations by appealing
to some forms of centralized command and control. To that end, we begin by
exploring architectures where all decisions are localized and distributed, defer-
ring command authorities to future situations where centralization is strongly
justified or needed.

1.4 Distributed Situational Awareness

Distributed situational awareness (DSA) is the information that any agent in the
system has about the system itself, its environment, and information collected
by interacting with its network peers. Any two agents do not likely retain the
same perception of state due to observational variations and inherent truth dis-
tortions (e.g., two agents may have temperature sensors, but they are not exactly
calibrated). We consider the set of data flowing through the system specific to
the system-level goals to be “mission information” (MI)—this is typically the
only information that a non-command node in a centralized enterprise would
have access to. The set of data that exists in a decentralized enterprise’s agents
which is not in the set of MI, whether it is information an agent has about
itself, its peers, or its environment (whether obtained via sensing, processing,
inference, or other means), and here is referred to as DSA. The experimental
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Engineering Decentralized Enterprises 5

testbed we describe here allows us to study emergent engineering of decentral-
ized multi-agent systems [8,13,27,33], by observing their enterprise-level mission
performance as we apply stressors and instill agent-level behaviors enabled by
DSA information sharing, discussed infra.

1.5 The Challenge Problem (Asteroid Impact)

To explore how a mission can be accomplished by a decentralized system, a
challenge problem was created. The challenge problem is an autonomous aster-
oid impact response system (AAIRS). The stylized simulation is composed of
a population of autonomous vehicles (AVs), each of which has an ability to
communicate, and some of which have specialized capabilities for sensing nearby
asteroid impacts and/or effectors which can repair the harm caused to people and
critical infrastructure by nearby asteroid hits. The AVs are spatially confined to
the continental US (CONUS). Asteroid impacts resulting from the Earth’s pas-
sage through the tail of a comet induce perturbations to the system that affect
its performance. The system must locate (sense) these impacts, dispatch repair
(effector) units, and execute repair operations as quickly and with as little agent
attrition as possible by interacting with one another within a shared environment
and through their communication links.

2 Foundational Prior Work

2.1 Cooperative Distributed Problem Solving vs. C2

There is a rich literature in group decision making, organizational structure and
learning, and distributed multi-agent problem solving, both from ethnographic
studies of humans in teams to distributed artificial intelligence in multi-agent
simulations [1,5,9,28]. This research shows that shared situation awareness is
an unrealistic objective in practice, being better characterized as compatible
situation awareness that both allows for and leverages individual differences in
experience and local perspective, where cognition is seen as socially distributed.
In Command and Control (C2) contexts this has resulted in evolution of require-
ments from seeking a Common Operational Picture (COP) to supporting a User-
Defined Operational Picture (UDOP) [16,34]. Unfortunately, because there still
exists a desire to have common displays for decision makers showing a God’s
Eye View of the problem environment, even UDOP implementations typically
customize only via filtering by data type. If such filtering is done at display time,
the overall system still assumes information relevant for any participant will be
available at any location, which is both impractical and unachievable at scale.

In response, it may be argued that centralized C2 approaches try to concen-
trate knowledge within the enterprise to drive uncertainties out of the decision-
making process. The irony of this approach is that the further that the strategic
or tactical mission decomposition is taken, the more fragile the system becomes
to uncertainty and unpredicted events that are virtually guaranteed to occur
[6,30].
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6 M. D. Norman et al.

2.2 Previous Work on the Study of Complex Systems

There is a large body of work around the modeling and simulation of decen-
tralized systems. Much of this work exists under the label of ‘complex adaptive
systems’ [15]. Although much of the research which has leveraged agent-based
modeling tools has been focused on capturing the decentralized interaction mech-
anisms found in the complex adaptive systems that have evolved in nature
[25,26], we adopt the techniques pioneered by this field to inform and guide
our prototypical decentralized enterprise engineering process. Whether an agent
represents a bird or an unmanned aerial vehicle, the abstract and coarse-grained
nature of the holistic problem space around emergent functionality is identical.
For example, public blockchain functionality is as emergent as that of an ant
colony [20,36].

There has been some work to combine the study of decentralized C2 with
Agent-Based-Modeling, and we see our work here as continuing this tradition
[4,7,14,29,37]. The trade space is enormous: do we want many, inexpensive
agents, or fewer, exquisite agents [12]? Do we want homogenous agents [26] or
heterogenous agents [23]? Do we want segregated sub-networks or a single global
interconnected network? Do we want to imbue agents with heuristic-based local
decision-making rules, or do we want to use machine learning to train them to
produce opaque but performant reinforcement learning policies [21]? The only
way to answer these questions is to form a hypothesis and then create a sim-
ulation to test the hypothesis. Since emergent system behavior is definitively
irreducible and therefore does not lend itself to closed-form analysis, we must
create an agent-based simulation to generate data which can then be analyzed
to determine performance [22].

3 Simulation Approach

3.1 Why Use an Agent-Based Model?

How does one begin to approach the challenging task of creating a decentralized
system? Since the functioning of a decentralized system is emergent [19], it can
only occur if the entire system is executing. This stands in stark contrast to tra-
ditional systems engineering approaches which tend to develop unique functional
units in isolation, then permanently compose those functional units to assemble
the enterprise workflow. In traditional systems engineering, the whole is equal to
the sum of the parts. To engineer decentralized enterprises that accomplish their
missions by leveraging emergence, where the whole is greater than the sum of the
parts, a coarse-grained and holistic starting point is needed. Agent-based model-
ing tools are purpose-built to address this decentralized system design challenge
[11,17,22,25] because they provide the primitives needed to rapidly prototype
coarse-grained systems composed of individual decision-making entities as uni-
fied, executable wholes.

In this initial step of breaking out of the traditional systems engineer-
ing paradigm to one that can explore decentralized systems, some simplifying
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Engineering Decentralized Enterprises 7

assumptions about the enterprise must be made. Firstly, the enterprise in this
prototype has but one mission, and that mission does not change. In reality, and
in further iterations of this work, it is imperative that the enterprise be capable
of adapting itself on a fundamental level, i.e., not just enable agent-scale deci-
sions from moment to moment (which are the subject of this prototypical effort
and of most complex adaptive systems research), but also adapting the set of
action(s) that an agent is afforded, the heuristics and/or policies that the agent
follows when determining whether or not to take said action(s), and how/when
they interact with their peers, etc.

Secondly, to enable each agent in our simulation to make appropriate local
decisions at run-time, we will need to consider what actions they can take and
what information might best inform them in choosing one action over another.
Therefore, we see ourselves as system engineers as making design-time decisions
about the types of information and action decisions we will give our agents.
Then, through extensive simulation experimentation, we collect system level
performance metrics to assess how well our design choices work for the enterprise
under a wide variety of parameter settings that alter the enterprise configuration.
In following this basic methodology, we have found it useful to be guided by the
following principles learned from complexity science.

3.2 Four Pillars of Functional Emergence

The study of complex adaptive systems that have evolved in nature provide us
with a starting point to begin to assemble and implement some of the concepts
that will be necessary for emergent mission accomplishment. We believe these
concepts are decentralized decision-making, diversity, functional degeneracy, and
stigmergy.

Decentralized Decision-Making. The worst outcome for an agent making
a bad local decision is that they may be attritted. In a decentralized system
of many agents, this won’t have much, if any, effect on the system’s continued
functioning. On the other hand, in a centralized enterprise, a bad decision by a
central authority could cause systemic ruin.

Diversity. Homogeneity across a decentralized enterprise leads to systemic
fragility and/or prohibitive cost. Certain agents require certain capabilities, and
if every agent has every capability, we will end up with extremely expensive
assets. This inflated cost would reduce the number available, and we would end
up with a system that is fragile to attrition due to the relatively low number of
agents. Additionally, homogenous agents are more susceptible to common-mode
failures. This, too, leads to systemic fragility to intelligent perturbation.

According to Ashby’s Law of Requisite Variety [2], the complexity of a given
environment must be at most equal to the complexity of the interfacing system
at the scale of that interface point. If we can design a system with the diversity
necessary to generate the complexity required at the scale of the interface point
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8 M. D. Norman et al.

with the environment (i.e., a single agent), we have a system that may thrive.
The potential additional benefits of diversity go far beyond the scope of this
section and this paper [24].

Functional Degeneracy. A decentralized system must maintain functional
redundancy despite diversity. Functional redundancy is typically achieved in
enterprise architectures via standby nodes in fail-over roles. Taking our cues from
nature’s laboratory, we notice that one of the most complex systems in the world,
the human brain, doesn’t have a backup brain on standby. Instead, functional
redundancy to ischemic events is achieved by the plasticity of alternative, self-
organized neuronal ensembles [10]. Put simply, degeneracy is when a system’s
function (or a satisficed version of it) can be performed by diverse agents (or
neurons, if you like). An agent or network of agents which are specialized for one
task may be able to take on a task meant for other agents which are specialized
for another task (although the effectiveness may be adversely impacted; it is far
superior to system failure.

Stigmergy. If we are to create a decentralized system, then we must be as
elegant and minimalist as possible with communications load to ensure agents
with heterogenous comms and processing abilities can enable degeneracy within
the system. We are trading off heavy amounts of communication and situational
awareness aggregation for increased decision-making at the edge. If decisions
are being made at the edge, then direct communication of SA that may be
observationally apparent to local agents may be unnecessary.

Stigmergy is traditionally known in the sociobiological literature as a class of
mechanisms that facilitate interaction between animals [31]. One of the major
features of stigmergy is its focus on indirect communication via the perturba-
tion of a shared environment. Another way to look at it is as a set of instinctive
inferences that an animal makes about the state and dynamic activity of other
animals of relative import. The coordination and subsequent emergent behavior
of an ant colony is enabled by the stigmergic effects of ant pheromones [36]. We
consider stigmergy to be a type of DSA. It is important to stress that while
information supplied to an agent in system via stigmergy can be transformed
into a message which can then be directly communicated (i.e., to a central-
ized decision-making agent), that information is now taking up bandwidth in
the communications network, and compute/storage at each node it must then
traverse.

Additionally, direct communication doesn’t have environmental persistence
the way stigmergic communication may. During direct communication, the sys-
tem, rather than the environment, is responsible for persisting the message.
In decentralized environments, this may prove to be onerous at scale if not
approached from a minimalist perspective.

3.3 Optimizing to a Scenario

One of the hypothesized factors that will drive system robustness is not optimiz-
ing to a specific premeditated scenario. To avoid this, our baseline threat model,
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Engineering Decentralized Enterprises 9

i.e., pattern of asteroid impacts, is stochastic in nature. By building the first
iteration of our system to be robust to randomized perturbation, we hypothesize
we may develop a design solution that gives us more generalizable results.

4 Simulation Implementation

The simulation we have developed to explore this problem space is called the
Autonomous Asteroid Impact Response System (AAIRS) and is implemented in
the NetLogo programming environment [32,35]. The environment is a stylized,
two-dimensional representation of the continental United States (CONUS). The
overall enterprise mission objective, as noted above, is to use agents with sensing
capabilities to detect asteroid impacts and agents with effecting capabilities to
go to those impact sites and do repair work, and to do all this as quickly and
thoroughly as possible while minimizing losses. The essential Mission Informa-
tion comes from sensing agents when they generate time and location reports
of asteroid impacts, as these observations drive overall system response behav-
iors. Other types of information observations and exchanges constitute our DSA
extensions. Before we describe the decentralized approach implemented in our
experiments, let’s consider how this problem might be solved using traditional
C2 hierarchies.

A centralized design might utilize predefined tasking to position the sen-
sor and effector network and its communications support relays into Areas of
Responsibility (AORs), assuming that there was enough time to prepare for the
anticipated threat. It would then direct the network to funnel all asteroid impact
reports to a centralized location, and using such global knowledge, do resource
allocation and planning for effector work efforts. Finally, it would send command
messages to specific effectors to direct them to their assigned tasking. A central
C2 authority would also have to respond to problems introduced because of node
attrition, the first being simply to detect losses after they occur, and then to use
dynamic planning to appropriately re-assign or backfill for those lost nodes, be
they sensors, comms relay nodes, or effectors. And in a worst-case scenario, the
enterprise must have contingency plans for what to do if the centralized C2
authority itself is lost.

In the proposed decentralized approach, several aspects of the simulation
and how the agents work to solve the challenge problem are driven by random
processes, including giving them random starting positions and default random
movement behaviors. In addition, the spatial and temporal pattern of asteroid
impacts is determined by a stochastic process, by default simply a small but uni-
form random probability of an impact occurring on the next simulation time tick
and if occurring, an equiprobable chance of hitting any CONUS map location.

In addition to these randomized elements, there are several key aspects of the
decentralized solution that leverage agent memory and self-directed autonomy.
The first is simply that the sensors are created with their sensing capabilities
turned on, such that they automatically report the time and location of observed
asteroid impacts, as Mission Information (MI) to be shared with whatever nearby
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10 M. D. Norman et al.

agents can hear their communication broadcast. Because of limited signal range,
the agents therefore rely on the dynamic network that emerges from unplanned
encounters between agents. Sensors and Effectors have additional specialized
behaviors, but all agents participate in the comms network using the default
autonomous communication behavior. This manifests itself as each agent imme-
diately broadcasting an MI report (starting with generated sensor observation
reports), provided they have not already relayed that particular message on an
earlier time step. This constitutes a basic message flooding protocol over the
emergent network, which only guarantees message propagation within compo-
nents of the network that are fortuitously connected to the original sensor within
the time it takes for the message to transit the number of hops in the diameter
of the subgraph.

The effector agents have memory to keep track of asteroids they have learned
about and decentralized decision-making heuristics encoded as algorithms to
decide which one they should dispatch themselves to. When they complete repair
work at a mission site, they either select another target from their list, or the
revert to the default random walking behavior they started with.

Additional simulation details can be found in Appendix A: ODD+D Proto-
col [17]. A final point regarding validation of the simulation, at this point the
simulation is being used as a thought experiment and is of a system that does
not currently exist (thus, we have no real-world comparator); therefore, we have
opted for simple Empirical Relevance Level 0 [3] and simple face validation. This
being the case, we only insist that the simulation not behave implausibly, rather
than it behaving in a particular way in relation to another referent system.

The methodology for the simulation’s implementation can be found in
Appendix C.

4.1 Experimental Simulation Parameters

Figure 1 shows an image of the basic simulation. There are three types of agents:
Sensors, which sense asteroid impacts; Effectors, that mitigate asteroid damage;
and Communication nodes, which relay messages. During the simulation aster-
oids impact the continental US. The agents are tasks with 1) finding the impacts,
2) communicating the locations to each other, and 3) mitigating the damage
caused by the asteroid impacts. Additional details can be found in Appendix A.

4.2 Experiment Execution

Simulations were executed using NetLogo’s BehaviorSpace module, which facil-
itates the initialization of agents within a specified environment, allowing Net-
Logo to explore emergent behaviors of these kinds of multi-agent systems, and
to log their results for subsequent analysis. NetLogo was also used to compute
the necessary measures needed to evaluate model performance. The simulation
parameters we used with their combinatoric value-swept settings are given in
Appendix B.
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Fig. 1. Example simulation initial conditions

Fig. 2. Example simulation in progress
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12 M. D. Norman et al.

5 Design of Experiments and Results

5.1 Parametric Changes

Two phases of experimentation were conducted with the simulated system. The
first experiment focused on evaluating the performance of the DSA-enabling
parameters. The second experiment focused on evaluating the performance of
systems composed of fewer exquisite assets against systems composed of numer-
ous cheaper assets via nine different DSA-enabled system specifications.

5.2 Experiment 1: Effects of Toggling DSA Parameters

The goal of Experiment 1 is to establish the validity of the hypothesized DSA
parameters by comparing the system’s performance when they are and are not
enabled.

The DSA parameters being toggled in this phase of experimentation (i.e.,
“DSA All”) are selfPreservation , coordinateRepairs, and effectorSens-
ing . All other parameters are fixed and can be found in Appendix B.

Ten replicates of each configuration were simulated with an identical set of 10
random seeds used to initialize all stochastic processes, including agent starting
locations, walking, and asteroid impact times and locations. The generated data
is averaged across all 10 runs during postprocessing. Note that the Figure of
Merit (outcome variables) are all measured per time step during the simulations,
so totals like number of asteroids or number of messages accumulate over the
course of each run. As a result, both the rate of change and the final values
attained provide meaningful performance metrics.

The results of the first phase of experimentation are shown in Fig. 3. Looking
at the Avg. Pct. Asteroids Repaired (Fully Repaired Asteroids divided by Total
Asteroids) graph, the performance improvement with the DSA-enabling param-
eters set to ON is quite salient. At 3000 ticks of the simulation, the average
performance over 10 replicates of the DSA-enabled system shows that 90.4% of
the damage inflicted by the asteroid impacts has been repaired, while the aver-
age performance over 10 replicates of the same set of random seeds of the system
operating without those parameters enabled has repaired approximately 65.4%
of the damage.

The Avg. Pct. Useful Work graph shows that with All DSA ON, the per-
centage of Useful Work, defined as:

Cumulative Necessary Repairs

Cumulative Necessary Repairs + Cumulative Redundant Repairs

produces an average of 85.6% at t = 3000. With All DSA OFF, the amount of
useful repair work was approximately 35.8%.

Avg. Pct. Remaining Agents (Surviving Agents divided by Total Agents)
shows the effect of toggling All DSA on average agent attrition. 79.7% of the
agents survive with All DSA ON, and 67.4% survive with all DSA OFF.
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Engineering Decentralized Enterprises 13

Fig. 3. Experiment 1 distributed situational awareness summary

Effectiveness in this context is defined as:

Cumulative Necessary Repairs − Cumulative Redundant Repairs

Total Message Count

The Avg. Effectiveness at t = 3000 with All DSA ON is 1.7. At t = 3000, with
All DSA OFF, it is computed to be −3.8.

5.3 Experiment 2: Exquisite Few vs. Crude Many

Given the increase in performance measures seen with the introduction of the
DSA parameters in Experiment 1, we fixed those to ON and turned our attention
to the system’s agent design trade space. For this phase of experimentation,
we were interested in comparing performance across systems composed of few
exquisite assets vs systems of many crude assets. The parameter combinations
used for this experiment are shown in Table 1. Note that Design Point (DP) 5
is the baseline configuration used in Experiment 1.
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14 M. D. Norman et al.

Table 1. Experiment 2 exquisite few vs. crude many parameter combinations

Design point Population size Sensor range Comms range Effector range

1 30 162 108 54

2 60 144 96 48

3 90 126 84 42

4 120 108 72 36

5 150 90 60 30

6 210 72 48 24

7 240 54 36 18

8 270 36 24 12

9 300 18 12 6

Just as with Experiment 1, ten replicates of each configuration were simu-
lated with an identical set of 10 random seeds used to initialize and realize all
stochastic process outputs, including agent starting locations, walking decisions,
and asteroid impact times and locations. The generated data is averaged across
all 10 runs during postprocessing. DP 1 has the fewest agents with the largest
range of capabilities per agent. DP 9 has the most agents and the lowest range of
capabilities per agent. We were interested in which DP produced the most per-
formant system in order to guide our design choices moving forward. It should
be noted here that there is ongoing and future work which includes introducing
different threat models into the simulation to ensure we are not inadvertently
creating a system which is highly optimized to a single type of perturbation.

Figure 4 shows the results of Experiment 2. Looking at Avg. Pct. Asteroids
Repaired, we see that DP 6 achieved the highest score at 91.2%, and DP 1 the
lowest at 49.6%.

The Avg. Pct. Useful Work metric shows a tight cluster of final values across
DPs. The lowest being DP 5 at 90.2%, and the highest being DP1 at 98.5%, with
DP9 close behind at 98.5%. Avg. Pct. Remaining Agents graph shows another
tight cluster of results. Regardless, DP1 came out on top with 72.3%, followed
by DP8 at 70.6%. DP 5 came in last at 66.2% agents surviving.

The Effectiveness graph of Fig. 4 shows us a diverse set of results across
system designs. DP9 stands out far above the rest with a result of 139.7. DP1
is second at 49.4 and DP8 third with 48.4. Interestingly, the rest of the DPs are
clustered between DP4 at 2.7 and DP7 at 16.0.
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Fig. 4. Experiment 2 exquisite few vs. crude many summary

6 Discussion

We posit that functional emergence depends on DSA as well as decentralized
decision-making. If situational awareness is not made available to an agent in
the system, then the decisions being made by one agent will not be influenced
by the previous decisions made by another agent. Although this seems to be
obvious, there is sometimes a tendency to understate the importance of the
embodiment and coordination-over-distance that more sophisticated, engineered
complex adaptive systems may require.

It’s important to keep in mind when evaluating a system that is functionally
emergent that failures at the individual agent level do not necessarily indicate
bad performance, as the dynamic whole is greater than the sum of the static
parts. For example, expecting zero attrition is unreasonable in an uncertain and
dangerous environment. Avoiding the potential for targeted attrition to lead to
systemic ruin requires the development of systems that do not contain single
points of failure and is one of the major motivators of taking on the challenge of
mastering functional emergence despite the relative ease of creating centralized
and optimized point solutions.
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6.1 Experiment 1

The difference in the percentage of asteroid damage repaired when all DSA
parameters were enabled is 25.0%. This indicates that imbuing our system with
the foundational capabilities of DSA and being guided by the four pillars of
functional emergence drove a strong improvement in the performance of the
system.

The difference in the ratio of useful work to total work with the stigmer-
gic parameter coordinateRepairs enabled is significant. Only 14.4% of all the
repair work executed by the effector agents was unnecessary in the All DSA ON
case. With a difference of 49.8% between All DSA ON and OFF, enabling indi-
rect communication between leaf agents via embodied, real-time environmental
sensing and decision-making has an incredible impact on system efficiency and
performance.

In terms of survivability, we may conclude that 12.3% of agent attrition is
caused by a lack of distributed situational awareness an agent has about its local
environment and lack of decentralized decision-making capability that provides
the optionality to temporarily override a self-destructive command.

The DSA-enabling parameters have a notable effect on the resulting Effec-
tiveness metric. With a final difference of 5.4, and the All DSA OFF case value
at −3.8, clearly the amount of redundant repairs was more than the number of
necessary repairs, hence the value going negative, and then the magnitude of
the negative value with All DSA OFF shows that the system’s message passing
was quite efficient compared to the amount of work performed (with the caveat
that the large majority of the work was not useful to achieving the system-scale
goal).

On the whole, performance across all three categories of measurement was
improved with the activation of the three DSA parameters. To give us a way to
summarize overall performance concisely, we averaged the values of Pct Asteroids
Repaired, Pct Useful Work, and Pct Remaining Agents into a single overall
metric. On this combined metric, ALL DSA ON ended up with a final score of
85.3% whereas ALL DSA OFF scored only 56.8%, yielding a 28.5% performance
improvement using DSA.

6.2 Experiment 2

Using this same overall performance measure averaging the three individual per-
centage metrics, we found that DP 6 in Experiment 2 was the best performing
design early and during most of the simulation run periods, with a final score
of 82.9%. However, DP 8 ended up in the final best position, scoring slightly
higher at 84.9%, for reasons discussed below. The most salient takeaway from
this overall metric is that DP 1 is a terrible design, with the lowest of the final
scores at 73.5%, and only barely able to repair half the asteroid-induced dam-
age. Large, exquisite assets which are relatively few in number produce, in this
case, a system which is the least capable of handling uncertainty. More work
is needed to formulate conclusive statements, but the lesson taking shape here
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is that the enterprises designed with large, monolithic functional components
are not the most performant in a stochastic and uncertain adversarial environ-
ment. Additionally, these DP 1-type systems leave little possibility for functional
degeneracy.

The Avg. Pct. Useful Work metric reflects a tight cluster across DPs, which
is most likely due to the effects of coordinateRepairs, which was ON for the
entire experiment, along with the other DSA parameters (see Appendix B for
complete list of parameter settings). Interestingly, DP 1 had the highest score,
barely ahead of DP 9. The difference between them amounts to 0.1%. Given the
extreme ends of the spectrum these two DPs represent, the value of this metric
in determining efficacy within this trade space is questionable. This measure
is much more appropriate for determining the value of the DSA parameters as
demonstrated in Experiment 1, but was nonetheless included here for consistency
across the phases of experimentation.

The Avg. Pct. Remaining Agents results were not informative in determin-
ing robustness of the systems. In fact, it is quite surprising to see that relative
survivability was not impacted by these highly differentiated design points. Fur-
ther research is needed here, but some initial observations are that systems with
larger populations present more targets for potential attrition and the simpli-
fying assumptions that a more exquisite asset present the same targetable area
and same susceptibility to damage as a crude one may need to be challenged.

Näıvely, the Effectiveness measure shows that DP8 and DP 9 were the most
effective designs in terms of operational efficiency, with a huge amount of the
work getting done with relatively little overhead communication costs. This
seems counterintuitive considering that this DP has the largest number of indi-
vidual agents, thus it would be safe to assume that the largest population would
generate the most messages. Upon visual inspection of the simulation at run-
time, it became clear to the research team that the reason for the apparent effi-
ciency was that the comms range of the crudest population was so small, that
very few links were getting established. It turned out that the functional degen-
eracy which enables the Effector agents to sense asteroid damage (parameter
effectorSensing) appeared to be wholly responsible for the system’s function-
ality, despite the extremely limited range (an Effector’s sensing range is equal
to their effector range when effectorSensing is enabled). This means that the
population of Effectors was large enough that they managed to stumble directly
upon asteroid impacts during their random walking, which explains the rela-
tively poor performance compared to most of the other DPs (65.6% asteroids
repaired). It is intriguing that such a segmented and crude system functioned at
all.

7 Next Steps

This research effort is just scratching the surface of decentralized system design.
It is believed that the work presented here will feed further work defining decen-
tralized system design principles. The results of this work have inspired a number
of interesting next steps for this research.
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7.1 Threat Modeling

The implicit belief that motivates the design of the system against a random
scenario is that a system that can respond effectively under complete uncer-
tainty will also be resilient in the face of less entropic threats. Currently, we
are proceeding with implementing a number of threat models which go beyond
randomly placed asteroid impacts to include a number of lower entropy pat-
terns. Adding pseudo-intelligence to the threat model will allow us to evaluate
if our system is overly-optimized for our random scenario. In essence, we want
to try to avoid the creation of a “highly optimized tolerant”, or HOT, system
as described by [6]. Rather we would prefer to create a system more along the
lines of a “COLD,” constrained optimization with limited deviations [18], sys-
tem. COLD systems have risk aversion in their design that dramatically reduce
the likelihood of catastrophic failure. In order to move in that direction, we will
define a number of different threat models to ensure we do not design for one
type of threat at the expense of others.

Additionally, the size of impacts is currently homogenous via a fixed param-
eter. Implementing a ranged parameter for varying impact size within a given
run will provide a more realistic threat across newly-developed impact patterns.

7.2 Deeper Analysis

Applying additional data analysis will allow us to understand how small changes
to parameters may have nonlinear effects on outcomes.

We have inspected our results by averaging across replicates to characterize
a given configuration. The mean may be misleading if the generated data has a
non-gaussian distribution. Future efforts will apply more rigorous data analytics
to ensure appropriate conclusions are being reached.

In the spirit of Experiment 1, further work is needed to tease apart which
DSA parameter combinations produce maximum and minimum performance for
which metrics. Certain combinations are suspected to be the most efficient yet
least performant.

Extending the results of Experiment 2, a deeper dive into the capabilities
endowed by varying the system Design Points is needed.

The long term vision we are working towards would be the identification of
design principles that enable the creation of an enterprise whose tactical decisions
are decentralized and whose functions are emergent, but is also capable of adapt-
ing itself on a fundamental level, i.e., not just enable agent-scale decisions from
moment to moment (which are the subject of this prototypical effort and of most
complex adaptive systems research), but also adapting the set of action(s) that
an agent is afforded, the heuristics and/or policies that the agent follows when
determining whether or not to take said action(s), and how/when they interactAQ3

with their peers, etc. This may involve the introduction of some semblance of
a hierarchical structure within which the decentralized components would be
embedded or perhaps a decentralized governance mechanism for proposing rule
changes and reaching consensus.AQ4
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A ODD+D

A.1 Overview

Purpose. The purpose of this simulation is to explore design principles for
an asteroid monitoring and response system, as a motivational problem for an
autonomous system designed to achieve a goal against a largely unknown threat.

Entities, State Variables, and Scales. The model is made up of a set of
simulated autonomous aerial vehicles, they are broken down into three types:
sensors (these entities can sense specific events in the environment), commu-
nications nodes (these entities relay messages they hear), and effectors (these
entities can impact their environment); the environment is made up of the Con-
tinental United States, time is relatively abstract in the simulation but a time
step is roughly one hour of wall clock time and the simulation takes place over
roughly 4 months.

Process Overview and Scheduling. The simulation progresses via time steps
in the following general way: 1) if it is time for another asteroid impact, the
effected patches’ state are updated, 2) agents with the ability to sense the envi-
ronment for asteroid impacts, 3) agents then process all messages received during
the previous time step, 4) agent next push messages out to each other, 5) agents
then move, 6) all agents engaged in damage mitigation next continue that work,
7) as agents have now moved, we next calculate the communications network, 8)
finally, patches damaged by an asteroid “wane” (the thought here is that blast
and fire damage will eventually dissipate on its own). Within each group, agent
activation is randomized.

A.2 Design Concepts

Theoretical and Empirical Background. The theoretical and empirical
background consists of the basic idea of emergence, in that the individual behav-
iors of a group of agents may produce a macroscopic pattern that is difficult to
infer from a study of the components in isolation, or beyond the capabilities
of the individual component. See the main body text for a complete discussion
of the background on distributed situational awareness and on command and
control.
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Individual Decision-Making. Agents make a number of decisions in this
simulation: a) they randomly adjust their heading when not engaged in other
activities, b) they decide whether or not to respond to a message stating the
location of an asteroid impact, c) when reacting to an asteroid impact they
decide on a new speed, d) they decide whether or not to relay information to
other agents, e) they decide if it is too dangerous to respond to an asteroid
impact.

Learning. The simulated agents do not learn.

Individual Sensing. Agents in this model sense a number of features within
their environment: a) their location (as they will not leave the airspace of the
Continental US), b) their proximity to others so they will not crash into each
other and can communicate with each other (communication ranges are finite),
and c) damage caused by asteroids.

Individual Prediction. The simulated agents do not predict.

Interaction. The agents interact with each other via messages.

Collectives. There are a number of collectives within the simulation: Agents
are of one of three types (effectors, sensors, and communications nodes), agents
interact via communication networks which are dynamic and recalculated each
time step.

Heterogeneity. Heterogeneity is part of the simulation in a number of ways,
agent randomly adjust their heading when not responding to an asteroid impact,
agents react to their environment and so they each have a unique trajectory over
the course of the simulation, and agents are of one of three types.

Stochasticity. Stochasticity is used in a number of ways: we set the random
seed and then build algorithmically a script for the asteroid impacts, we then
reinitialize the random number generator and proceed to lay down the agents
with random locations and headings.

More specifically: To vary the random behaviors described above, we include
a seed parameter for the simulation’s random number generator, and guaran-
tee that if it is fixed, the same initial configuration of agents and patterns of
asteroid impact will recur on repeated runs. The total number of initial agents
present in the simulation is set by the numAgents parameter. The percent of
those agents that are sensors and effectors (in addition to being comms agents)
are set by the percentSensors and percentEffectors parameters respectively.
Each agent type has parameters that define their reach radius for the behav-
iors they implement. The sensorRange parameter determines how far away
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from an asteroid impact sensors can be while still observing it for reporting
purposes. The commsRange parameter represents the maximum signal prop-
agation distance for being able to communicate with neighboring agents, and
the effectorRange parameter determines how close an effector must be to an
impact site to enable it to do repair work there. When agents are randomly
walking, they vary their movement by making nominal changes to their current
heading and speed, choosing a random normal increment (or decrement) from
their current values. They are however, limited to a max velocity, as specified
by the maxNodeSpeed parameter, and they will turn 180 degrees from their
current heading if they are about to leave the boundary of the CONUS map. An
implied minimum velocity of zero allows for agents to occasionally stand still.

Observation. Gathered data includes: messages sent, total damage caused by
asteroid impacts, damage mitigated by agent activity, redundant agent mitiga-
tion activities, number of types of agents remaining in the simulation (agent are
occasionally destroyed by an asteroid).

A.3 Details - Implementation

Initialization. Initialization is done in three distinct steps: 1) the random num-
ber generator is fixed and the asteroid script is created, 2) the raster image of
the continental US is loaded to create the environment for the agents, 3) finally
the sensors, communication nodes, and effector agents are created and randomly
placed about the continental US. Specifically: the US map with an initial config-
uration can be found in Fig. 4, with 150 total agents, 10% of which are sensors
shown as blue triangles with blue sensorRange circles, and 10% of which are
effectors shown as red triangles with red effectorRange circles. The remaining
comms-only agents are shown as green triangles, and the commsRange results
in light grey links between agents who are close enough in space to communicate
directly. Figure 2 shows the map display after several hundred steps during a
simulation run. Asteroid impacts appear as X’s, with A damage filled red circles
that are in various states of dissipation, leaving them eventually as just red X’s,
turning to a magenta color when their B damage has been fully repaired. Effec-
tor agents who are on their way to an asteroid site, or who are stopped there to
do repair work are shown in orange. The display uses these changes in size and
color to visualize dynamic activities.

Input Data. The simulation uses raster data to define the continental US all
other simulation data is created at initialization algorithmically.

Submodels. There are four basic submodels to this simulation. First, there is
a submodel used for the asteroids. It is made up of three basic components: a)
an algorithmic generator for the time and location of asteroid impacts, this was
done to allow us to vary the script at initialization but also make it repeatable; b)
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a component that reads the script at runtime and creates the impact damage at
the determined time and place; c) and finally a component that “degrades” the
damage caused by the asteroid impact over time irrespective of agent activities.

More specifically: The random threat model is controlled by a few additional
parameters, including some that determine how agents are affected by asteroid
impacts. The maxAsteroids parameter determines how many asteroids will
strike over the course of a simulation run, and they will fall at a uniform random
rate determined by half the total simulation run time and the this max target.
In the experimental runs described here, we set the maxTicks parameter to
3000 and maxAsteroids to 50, yielding an approximate 3.33% probability of
an asteroid striking on any of the first 1500 steps in each run and then zero
percent after that. The impactScale parameter is used to determine the radius
of damage that an asteroid causes, which is currently fixed for all asteroids in
a simulation run. There are two types of damage caused by an asteroid, one
we call A damage which wanes over time via a constantly decreasing radius
per time step until it dissipates completely. This type of damage can interfere
with communications links that traverse the impacted area, such that there is
a chance they will not be received normally. Furthermore, if any agent finds
itself within an asteroid’s A damage radius, it will die and be removed from the
simulation. As a result, agents that happen to be near impact points will die, and
those who try to enter a damaged area to quickly will also die. Two parameters
affect these susceptibilities to A damage, the nodeTolerance parameter and
the linkTolerance parameter. Asteroid A damage values greater than these
settings will kill the agent or block the transmission link, respectively.

The other type of asteroid damage is called B damage, and this persists
within the initial impactScale radius until effector agents arrive on the scene
and begin to do their repairs. Each repairing effector can accomplish a linear
amount of repair work per time step, clearing cells within the B damage radius.
By default, the effector agents remain at an impact site until their sole efforts
in repairing damage would be sufficient to clear the entire impact area. More
intelligent divide and conquer collaborative repair efforts are described below as
part of a DSA experimental parameter.

The second submodel is used to move messages among the agents. Messages
are instantiated as agents for bookkeeping convenience. Message are created and
passed around to provide information about the location of asteroids and who
is responding to them. The third submodel is for agent movement, agents move
in one of two ways: if they are responding to an asteroid impact they set their
heading toward that asteroid impact location and move forward, if they are
not responding to an asteroid impact they move randomly about the airspace
above the continental US by adding a bit of noise to their current heading and
speed (subject to a maximum and minimum speed). The final submodel is used
by effector agents to repair damage caused by asteroids, here effector agents
decrease the amount of damage associated with an asteroid impact once they
have arrived on scene and do book keeping to measure the among of redundant
work done on that particular asteroid impact.
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B DOE Parameters

In order to accommodate the number of desired simulation runs as well as the
high volume of generated data, we utilized a high performance computing cluster
to perform the simulations. The cluster used is a collection of 32 compute nodes,
each with 28 CPUs, making it useful for compute-intensive tasks. The large
number of CPUs allows for tasks to be broken up into sub-tasks and run in
parallel, thus making large compute jobs much more time efficient. We use the
cluster in conjunction with NetLogo in order to run simulations using a wide
variety of parameter combinations in a quick, efficient manner.

As described in Sect. 5, two experiments were run which varied different sets
of parameters. Table 2 contains all of the parameters which were fixed in both
Experiments 1 and 2 as well as their initial values.

Table 2. Parameters fixed across all experiments

Parameter name Type Value

Cluster delay Int 25

Message protocol Str One time flooding

Variable dispatch speed Bool True

Max node speed Float 1.5

Reverse Bool False

Percent effectors Int 10

Percent sensors Int 10

Fix seed Bool True

Cluster range Int 50

Max ticks Int 3000

Impact scale Int 20

Link tolerance Int 1000

Max asteroids Int 50

Chance of asteroid Int 5

Node tolerance Int 5

Logging Bool None

Max dispatch distance Int 100

Table 3 details the parameters varied in Experiment 1 and the set of possible
values they could take on. Experiment 1 consisted of all combinations of the
listed parameter values.
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Table 3. Parameters for experiment 1

Parameter name Type Value(s)

Population size Int 150

Sensor range Int 90

Comms range Int 60

Effector range Int 30

Effector sensing Bool True, False

Self preservation Bool True, False

Coordinate repairs Bool True, False

Seed Int 123, 456, 789, 987, 654, 321, 111, 222, 333, 444

The parameters contained in each of the 9 design points used in Experiment
2 are enumerated in Table 4. Experiment 2 consisted of all combinations of the
9 design points with the parameter values listed in Table 5.

Table 4. Design points used in experiment 2

Design
point

Population
size

Sensor
range

Comms
range

Effector
range

1 30 162 108 54

2 60 144 96 48

3 90 126 84 42

4 120 108 72 36

5 150 90 60 30

6 210 72 48 24

7 240 54 36 18

8 270 36 24 12

9 300 18 12 6

Table 5. Parameters for experiment 2

Parameter name Type Value(s)

Effector sensing Bool True

Self preservation Bool True

Coordinate repairs Bool True

Seed Int 123, 456, 789, 987, 654, 321, 111, 222, 333, 444
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C Experimental Methodology

Our initial experiments with this ABM design demonstrated that the agents
could, without any central C2, successfully detect asteroid impacts and repair
them. However, the initial behaviors as described above did result in some patho-
logical behaviors that we were able to discern by watching the simulation visu-
alizations during manual runs. This section describes the iterative approach we
used to propose ways to use various kinds of DSA, and the eventual experimen-
tation we did to show the effects of using them or not.

The first pathology we observed was that the effectors were rushing to the
scene of asteroids, often getting there before the killer type A damage had dissi-
pated. Other agents simply doing their random walks were also being killed off in
this manner, so we decided to give all the agents the ability to sense such danger
in front of them, and to slow down or stall their movement if the path ahead
would result in them being harmed. We parameterized this DSA information
and associated behavior using a selfPreservation Boolean parameter.

The next pathology we observed was that many effectors were traveling great
distances to reach an asteroid impact site and crowding around it, while later
asteroids that fell near to where some of those effectors came from were going
unattended for long periods of time. If the network connectivity was good (as it
often was initially), the first asteroid could become known to most of the effector
agents, and the unintended consequence of this was a swarming or bunching of
effectors around these early asteroids. The first change was to enable effectors
to preempt their targets when they were en route and knowledge of a closer
target became available. While this helped some, it still made the enterprise
too reactive, so we added additional behavioral logic for effectors that was con-
trolled by a new parameter maxDispatchDistance . The behavioral change
from this was that when an effector was further than maxDispatchDistance
from its closest known asteroid, it would continue to stay in its unassigned mis-
sion (or random walking) mode, and only dispatch to asteroids that were within
maxDispatchDistance from its current position. All of the experiments we
report on here had a fixed value for this parameter at a value of 100 distance
units on the map.

The swarming or effector clumping behavior also enabled us to realize the
benefit of letting a group of effectors collaborate on the repair work of a single
asteroid (following the adage “many hands make light work”). In the real world,
this would enable total repair time to be reduced significantly, so we modified the
simulation to optionally allow agents to cooperate or not, via a DSA parameter
called coordinateRepairs, which was inspired by the Stigmergy principle since
this would amount to agents being able to locally observe each other’s work in
the environment itself, and could be done without additional message passing
overhead. When agents are coordinating, they can leave the scene of an asteroid
impact as soon as all the B damage has been repaired by the collective effort,
whereas they will operate as if they are alone if not cooperating, doing so-called
“redundant” work and staying longer than they would otherwise need to. This
redundant work effort is measured as a cost that offsets the necessary (or useful)
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work. Even when cooperating, however, agents who arrive at an asteroid that
has been fully repaired are charged with a single time-step’s worth of repair
work as being redundant work, which might be saved if they had known not to
keep coming when they were no longer needed. We anticipate that further kinds
of DSA messaging regarding the state of asteroid repair can be used in later
experiments to further reduce this kind of redundant work.

Another behavior we noticed was an obvious missed opportunity, when effec-
tor agents were on their way to an asteroid impact area and moved right past
another one close to their current path that they hadn’t been told about. Using
the principle of functional degeneracy, we decided to optionally allow effector
agents to also act as sensors, using their effectorRange reach radius parameter
as a sensing range. This was controlled with a DSA parameter called effectorS-
ensing , and the behavior associated with it was to preempt the current mission
target they were heading toward (if any) as well as to generate a Mission Infor-
mation asteroid report and broadcast it to the network in the same manner that
Sensor agents do.

In order to determine whether and how well our distributed agent design
achieve enterprise mission objectives, we defined several performance metrics
which alone or in combination could be used to evaluate any given parameterized
scenario. All of these Figures Of Merit (FOMs) are measured dynamically at
each simulation time step, so we can plot their incremental progress over time.
All of the simulation experiments we describe below were performed with 3000
simulated time ticks, for two separate experiments that were designed to test
particular hypotheses by varying certain of the parameters previously described.
These FOMs represent our outcome variables in the experiments we ran, and
they include agent attrition by type, percent of current total asteroids completely
repaired, cumulative amount of repair work done (more on this later), and total
messages transmitted by original sender agent type. We used these raw values
to compute some aggregate measures as well, to combine the positive benefits
with the negative costs. For example, we report on a metric called Effectiveness,
which is computed as the necessary work minus the redundant work, all divided
by the number of messages transmitted.
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